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Abstract

Execution trace forensics in Al-assisted low-code platforms has become critical
for ensuring compliance, transparency, and reliability in automated workflow
environments. While low-code systems enable rapid software assembly, they
introduce complex, multi-layered execution behaviors that obscure traceability
and complicate forensic analysis. Existing approaches rely on conventional
logging mechanisms, which are insufficient for identifying structural, semantic,
temporal, and control-flow anomalies across distributed workflows. This study
addresses this gap by proposing a formal forensic framework that models
execution traces as state-transition sequences and quantifies deviations using
anomaly-specific metrics across workflow stages. The results reveal that
execution trace deviations exhibit stage-dependent and multi-dimensional
characteristics, with transformation, orchestration, and integration layers acting
as primary sources of instability. A heatmap-based analysis further
demonstrates the differential distribution of anomaly types across workflow
stages, enabling precise identification of critical deviation points. The proposed
framework enhances forensic reconstruction, supports compliance validation,
and provides a foundation for developing adaptive and real-time anomaly
detection systems in low-code environments.
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1. Introduction

Execution trace forensics in low-code platforms is becoming a critical requirement for compliance-
critical workflows, where auditability, non-repudiation, and evidentiary reconstruction must be
preserved under dynamic system conditions. In regulated environments, execution traces act as primary
evidence for validating system behavior and decision pathways. Similar traceability requirements are
observed in telemedicine systems, where interaction logs must ensure accountability and compliance
under distributed execution conditions [1]. These parallels emphasize the need for structured forensic

mechanisms capable of interpreting execution traces generated by automated platforms.

Al-assisted software assembly introduces layered execution complexity due to automated orchestration
and dynamic workflow composition. Low-code platforms generate multi-stage pipelines involving
transformations, validations, and decision routing. Comparable behavior is observed in deep learning—
based diagnostic pipelines, where multiple processing stages interact and obscure traceability if not
explicitly modeled [2]. Additionally, system-level variability studies show that inconsistencies in
processing pipelines can influence downstream outputs even when upstream logic appears correct [3].

This makes forensic reconstruction essential for identifying hidden deviations.

The propagation of anomalies across execution stages further complicates forensic analysis. Studies on
behavioral and environmental variability demonstrate that system outputs can change significantly
under varying operational conditions, even when underlying logic remains constant [4]. In low-code
platforms, frequent updates to workflows, user-defined rules, and configuration parameters introduce
variability that affects execution traces. Structural inconsistencies in data representation further amplify
this effect, as observed in microbiological systems where encoding variations influence analytical

outcomes [5].

Feature transformation and intermediate representations play a crucial role in determining execution
trace fidelity. Research in biomedical and pharmacological systems highlights that variations in feature
encoding and transformation pipelines can significantly alter system outputs [6]. In low-code
workflows, transformations such as mapping rules, expression evaluations, and integration adapters
define how data flows through execution stages. Any inconsistency in these transformations can distort

trace semantics and reduce the reliability of forensic analysis.

The integration of distributed services and external systems introduces additional complexity in trace
correlation. Studies on heterogeneous data environments show that fragmented execution pathways
across multiple systems complicate reproducibility and validation [7]. In enterprise low-code platforms,
workflows often span APIs, microservices, and legacy systems, leading to fragmented traces that require
correlation across multiple layers. Legacy system constraints and historical data formats further

contribute to inconsistencies in trace interpretation [8].
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Execution trace interpretation is also influenced by evolving system architectures and data conditions.
Research in diagnostic imaging systems demonstrates the importance of traceability in validating multi-
stage computational processes [9]. Similarly, public health studies indicate that evolving data collection
frameworks can introduce variability in analytical outcomes [10]. In low-code environments, evolving
schemas and changing data flows introduce additional challenges in maintaining consistent execution

traces.

Further complexity arises from classification and decision-making pipelines embedded within
automated systems. Studies on disease detection and classification models show that system outputs
depend heavily on stable input representations and consistent processing logic [11]. Inconsistent data
handling or transformation errors can lead to incorrect outputs while preserving syntactic trace validity.
Investigations into infection profiling further emphasize the importance of maintaining consistent data

structures for reliable system behavior [12].

The cumulative effect of these factors highlights the limitations of existing approaches to execution
trace analysis. Research on antimicrobial activity demonstrates how system variability can influence
outcomes under changing conditions [13], while broader analyses of resistance patterns emphasize the
need for adaptive and resilient system design [14]. This research addresses these challenges by
proposing a structured execution trace forensic framework for low-code platforms, enabling improved

anomaly detection, compliance assurance, and system transparency.

2. Methodology

The proposed methodology establishes a formal framework for execution trace forensics in low-code
platforms by modeling workflow execution as a structured sequence of state transitions. Each workflow
instance is represented as a directed execution graph G = (V, E'), where nodes V correspond to execution
states and edges Edenote transitions triggered by events, conditions, or data transformations. The
execution trace is defined as an ordered sequence T = {sy,S,,..,S,}, capturing the temporal
progression of states. Forensic analysis aims to reconstruct this sequence and identify deviations from

expected execution paths under compliance constraints.

To quantify deviations, a baseline execution model Tyis constructed from validated workflow runs under

controlled conditions. Any observed trace T'is compared against Tyusing a deviation function:

n
AT, To) = ) 8(si,50),
i=1

where &(:)measures state-level divergence based on transition mismatches, missing events, or
unexpected branching. This formulation enables detection of both structural and temporal anomalies,

providing a foundation for identifying compliance violations and execution inconsistencies.
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The methodology categorizes anomalies into distinct classes based on their origin and propagation
behavior. Structural anomalies arise from schema mismatches, missing attributes, or incompatible data
formats, while semantic anomalies result from incorrect interpretation of data or transformation rules.
Temporal anomalies capture delays, reordering, or duplication of events, and control-flow anomalies
represent deviations in execution logic such as unauthorized branching or skipped steps. These
categories provide a comprehensive taxonomy for forensic evaluation and are systematically defined in

Table 1.

Table 1. Execution Trace Anomaly Categories and Forensic Evaluation Metrics

Anomaly Category Description Affected Layer Forensic Metric
Structural Anomaly Schema rn1smatph, missing ﬁelds, Data Layer . Schema
data format inconsistencies Divergence Score
. Incorrect data interpretation or Transformation Semantic
Semantic Anomaly . .
transformation Layer Consistency Index
Event delay, duplication, or Execution Temporal Drift
Temporal Anomaly i o
reordering Timeline Measure
Control-Flow Unexpected branching or skipped . Path Deviation
Logic Layer
Anomaly workflow steps Score
Integration Failure in external service Inteeration Laver External Call
Anomaly interaction or API inconsistency & Y Failure Rate

The forensic evaluation process operates across multiple layers of the low-code execution pipeline. At
the data layer, schema validation and consistency checks are applied to detect structural anomalies. At
the transformation layer, mapping rules and expression evaluations are analyzed to identify semantic
inconsistencies. Temporal analysis focuses on event sequencing and latency patterns, while control-
flow verification ensures adherence to predefined workflow logic. This layered approach enables

precise localization of anomalies and supports comprehensive forensic reconstruction.

To capture temporal behavior, the methodology incorporates time-indexed analysis of execution traces.
Each state transition is associated with a timestamp t;, enabling the construction of a temporal profile
T(T) = {(s;,t;)}. Temporal anomalies are detected by comparing observed timing patterns against

baseline expectations using:

n
o(T") = Z lt; —t; |,
i=1

which quantifies cumulative temporal deviation. This metric is particularly useful in compliance
scenarios where timing constraints, such as approval delays or transaction processing windows, are

critical.
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Control-flow verification is performed using path consistency analysis, where execution paths are
mapped against a predefined workflow graph. Let P(T")denote the path extracted from the observed

trace and Pyrepresent the expected path. The deviation is measured as:

[(T") = dist(P(T"), Py),
where dist(-)represents a graph-based distance metric. This enables identification of unauthorized
transitions, skipped states, and redundant execution loops, which are key indicators of compliance

violations.

Integration-level anomalies are analyzed through correlation of trace events across distributed
components. Each external interaction is logged with identifiers linking it to internal execution states.
A correlation function C(T")maps internal and external traces to detect inconsistencies such as missing
responses or mismatched data exchanges. This is essential for reconstructing end-to-end workflows that

span multiple systems, particularly in enterprise environments with heterogeneous architectures.

Finally, the methodology includes a composite forensic score that aggregates multiple anomaly metrics

to provide an overall assessment of execution integrity:

O(T") = aA(T") + BO(T") + yI(T") + 2C(T"),
where «, 8, v, Aare weighting coefficients. This unified score enables ranking of execution traces based
on severity of deviation and supports automated prioritization of forensic investigations. The proposed
framework thus provides a rigorous, multi-layered approach for analyzing execution trace anomalies in

low-code platforms, ensuring compliance, transparency, and system reliability.

3. Results and Discussion

The forensic evaluation reveals that execution trace deviations in low-code platforms exhibit both stage-
wise amplification and anomaly-type differentiation, rather than a simple linear increase. Initial
workflow stages such as data ingestion and validation maintain relatively low deviation levels due to
structured input constraints and predefined schema checks. However, as execution progresses into
transformation and orchestration layers, deviations begin to diversify across anomaly types, indicating
that different categories of inconsistencies emerge depending on the computational context of each

stage.

The multidimensional behavior of execution trace deviations is illustrated in Figure 1, which presents
a heatmap capturing anomaly intensity across workflow stages and anomaly categories. The
visualization shows that structural anomalies dominate early stages, while semantic and control-flow
anomalies intensify during transformation and orchestration phases. Temporal and integration

anomalies become more prominent in later stages, particularly during external system interactions. This
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distribution confirms that execution trace deviations are not uniform but are context-sensitive and stage-

dependent, requiring targeted forensic strategies.
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Figure 1. Heatmap of Execution Trace Deviation Across Workflow Stages and Anomaly Types

A deeper analysis indicates that transformation layers act as the primary source of semantic
inconsistencies. These arise due to complex mapping rules, conditional evaluations, and intermediate
data transformations that are dynamically generated in low-code environments. The heatmap clearly
shows higher intensity values for semantic anomalies in these stages, suggesting that even minor
inconsistencies in transformation logic can significantly distort execution traces. This aligns with the

theoretical expectation that intermediate representations are critical points of failure propagation.

Control-flow anomalies exhibit a different pattern, with peak intensity observed in orchestration stages
where workflow branching and event-driven triggers are executed. These anomalies are particularly
challenging to detect using conventional logging approaches, as they often involve valid but unintended
execution paths. The heatmap highlights this behavior by showing localized high-intensity regions for
control-flow deviations, indicating the need for graph-based path validation techniques in forensic

analysis.

Integration stages demonstrate the highest overall deviation intensity, primarily due to interactions with
external systems and APIs. Variability in response formats, latency, and data consistency leads to
integration anomalies that disrupt trace continuity. The heatmap reveals strong coupling between

temporal and integration anomalies in these stages, emphasizing the importance of cross-system trace
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correlation mechanisms. Without such mechanisms, forensic reconstruction remains incomplete and

potentially misleading.

4. Conclusion

This study presented a structured forensic framework for analyzing execution trace deviations in Al-
assisted low-code platforms operating under compliance-critical conditions. The results demonstrate
that execution traces cannot be treated as simple linear logs but must be interpreted as multi-dimensional
artifacts influenced by workflow stages, transformation logic, and integration behavior. By modeling
execution as a state-transition system and introducing anomaly-specific metrics, the framework enables

systematic identification of deviations that are otherwise hidden within automated execution pipelines.

The findings reveal that execution trace deviations exhibit strong stage dependency, with transformation
and orchestration layers acting as primary sources of semantic and control-flow anomalies, while
integration layers contribute significantly to temporal and cross-system inconsistencies. The heatmap-
based analysis confirms that different anomaly types dominate at different stages, indicating that
forensic evaluation must be context-aware rather than uniform. This insight is critical for compliance
validation, where understanding the origin and propagation of deviations is essential for ensuring

system integrity.

Another key contribution of this work is the demonstration that conventional logging and monitoring
approaches are insufficient for forensic-grade analysis. While logs capture events, they do not provide
structured mechanisms for reconstructing execution causality or detecting subtle inconsistencies across
layers. The proposed framework addresses this limitation by integrating structural, temporal, and
control-flow analysis into a unified model, enabling comprehensive trace reconstruction and anomaly

classification in complex low-code environments.

In conclusion, the study establishes that execution trace forensics is a fundamental requirement for
ensuring reliability, transparency, and compliance in Al-driven low-code systems. Future research
should focus on developing automated forensic engines capable of real-time anomaly detection,
integrating machine learning for adaptive trace interpretation, and establishing standardized
benchmarks for evaluating forensic accuracy. Such advancements will be essential for enabling

trustworthy deployment of low-code platforms in highly regulated domains.
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